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Important 

 Gloucestershire County Council’s Internal Audit function conforms to the 

International Standards for the Professional Practice of Internal Auditing. 

 

 The information contained within this audit report is confidential and personal data herein 

is subject to data protection legislation. 

 

This report has been prepared solely for the use of Gloucestershire County Council’s auditors 

and those officers and Members named on the distribution list.  Its contents, either in part or in 

its entirety, must not be reproduced or distributed to anyone other than its intended recipients 

without the written permission of the Council’s Chief Internal Auditor. 

Gloucestershire County Council accepts no liability to any third party for any loss or expense 

arising from their reliance on any part of this report.

To:  

  

Gloucestershire County Council Audit and Governance Committee  

GFRS Improvement Board 
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1. Introduction 

On 15th June 2018 a letter of complaint was sent by email to the Leader of the Council.  There 

were three strands to the complaint; one concerned the sale of a Gloucestershire Fire and 

Rescue Service (GFRS) owned vehicle and the previous Chief Fire Officer’s (CFO) involvement 

in the process.  The other two concerns were regarding staffing issues.  It was agreed that 

Internal Audit would investigate the sale of the vehicle and Human Resources (HR) would 

review the remaining two concerns. 

Shortly after commencing the investigation, numerous whistleblowing allegations and Freedom 

of Information Requests (FOIs) in respect of other concerns relating to GFRS governance 

arrangements, procedures, systems and processes were received.  As a result, following 

Internal Audit review, research, analysis and interviews with key stakeholders including relevant 

GFRS Officers, Internal Audit co-ordinated the findings and made a number of GFRS-specific 

and council-wide/cross-cutting recommendations to undertake detailed reviews/audits within 

each area to determine the level of risk.  These reviews/audits were outlined in the Action Plan 

presented to the Audit and Governance Committee on 12th October 2018 and the last of the 

audit outcomes were presented to the Audit and Governance Committee on 11th October 2019.  

Each published GFRS Internal Audit report contained an action plan detailing audit 

recommendations, agreed by management, for implementation. A total of 18 audits were 

undertaken which generated 118 individual audit recommendations (High Priority and Medium 

Priority).  Eleven of the audits were given limited assurance opinions either for risk 

management, the control environment or both. 

A summary of the 18 audits are included at Appendix 1. Definitions for internal audit assurance 

opinions and recommendation priorities are detailed at Appendix 2.   

2. GFRS Improvement Board  

Following discussions between the CFO, Assistant Chief Fire Officer (ACFO) and 

Gloucestershire County Council (GCC) HR at the beginning of August 2019 the GFRS 

Improvement Board was established.   

The remit of the Board includes the GFRS Internal Audit Action Plan outcomes and actions 

required from Her Majesty’s Inspectorate of Constabulary and Fire and Rescue Services 

(HMICFRS) inspection 2019/20. In addition, the Board’s goal is to consider the wider picture of 

collective improvement for GFRS. 

The main purpose, role and expectation of the Board as per the Board terms of reference is to: 

 Maintain oversight to ensure that all the required improvements and quality assurances 

are achieved by Area Leads in a timely manner;   

 Add weight and rigour towards achieving the required outcomes;  
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 Take an overview of Area Leads’ actions (highlights and exceptions) and to address the 

findings; 

 Support Area Leads by removing barriers where progress is hampered by elements 

outside of their control; 

 Review the evidence, by way of Ratification Reports and supporting information supplied 

by Area Leads, which demonstrates that improvements are embedded within the 

organisation by the implementation of robust systems, processes, policies and 

procedures.  This will all be reported and monitored through the development of a tracker 

system that both GFRS and GCC staff (including Internal Audit) will have access to; and 

 Be answerable to and to report progress or otherwise to, the following committees for 

consideration, Scrutiny and ultimately, for final ratification: Gloucestershire Fire and 

Rescue Service Senior Leadership Team; and Audit and Governance Committee. 

 The GFRS Improvement Board membership is as follows: 

 Cabinet Member for Public Protection, Parking and Libraries; 

 Chief Fire Officer (Chair); 

 Commissioning Director (GCC); 

 Assistant Chief Fire Officers;  

 Interim Head of Planning, Performance and Improvement (GCC); 

 GFRS Performance and Communications Manager; 

 Interim Area Manager;  

 Project Manager (GCC Planning, Performance and Improvement);  

 GFRS Planning, Strategy and Performance Team members; and 

 Additional attendees as called to the meetings (including Internal Audit, HMICFRS and 

wider GFRS representation).  

GFRS Improvement Board meetings have been completed monthly since September 2019.  

3. Audit Scope   

ARA GFRS Action Plan follow up activity captures actions against Internal Audit 

recommendations only. HMICFRS recommendation review is excluded from the ARA work and 

will by monitored by the GFRS Improvement Board with oversight from HMICFRS.  
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The Internal Audit follow-up activity will review all High Priority recommendations from non-

limited assurance reports and all High Priority and Medium Priority recommendations from 

limited assurance reports to ensure timely implementation of the agreed recommendations. 

The audit follow-up approach has been agreed with GFRS to provide the necessary assurances 

to the GFRS Improvement Board, Gloucestershire County Council’s Chief Internal Auditor and 

the Audit and Governance Committee. This includes: 

 To enable efficiency and avoid duplication, ARA will place reliance, where possible, on 

the GFRS tracker system that is being used by the GFRS Improvement Board to monitor 

the implementation of the Internal Audit and HMICFRS recommendations; 

 Relevant ARA auditors will attend relevant GFRS Improvement Board meetings where 

progress updates in terms of implementation of recommendations will be presented by 

GFRS Area Leads.  Following additional audit testing and review of evidence, ARA 

auditors will update the GFRS tracker system within the agreed areas until such time as 

all the recommendations have been verified as implemented; and 

 If new recommendations are made as part of the follow-up activity, these will be added to 

the tracker system in consultation with GFRS senior management and the same process 

will be applied to follow up the implementation of those recommendations. 

To ensure consistency and management of expectations, ARA has ensured that the original 

GFRS Action Plan lead auditors have been allocated to deliver the Internal Audit follow up 

activity. 

The CFO and Chief Internal Auditor have agreed for updates as to progress to be presented to 

the Audit and Governance Committee twice a year until all actions are confirmed by GFRS 

Improvement Board as implemented and the position has been verified (through review and 

testing) by Internal Audit.   

This is the first GFRS Internal Audit Follow Up Progress Report to Audit and Governance 

Committee.  

4. Key Findings as at October 2020   

Follow up process development 

The ARA team have worked directly with the GFRS Performance and Improvement Manager 

and GFRS Planning, Strategy and Performance Team from quarter 4 2019/20 to ensure an 

appropriate process with accessible audit trail to enable Internal Audit follow up delivery.  

GFRS audit trail is accessed via Microsoft Teams. This includes Board papers, the GFRS 

recommendation tracker and ratification reports with supporting audit documentation per 

Internal Audit recommendation.  
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The Board was attended by ARA initially in May 2020, to enable understanding of Board 

agenda content and approach.  

From June 2020 onwards, relevant ARA auditors have attended Board meetings on a monthly 

basis and have been able to engage in discussions, challenge as appropriate and raise relevant 

queries. Internal Audit follow up activity on an individual recommendation basis also 

commenced from June 2020. 

Each Board meeting attended by ARA was chaired by the CFO and followed a set agenda 

including updates from GFRS Area Leads regards specific audit recommendations. It was 

evident through the meetings that Board members actively queried and challenged the position 

on each presented recommendation, to ensure assurance provided by the GFRS Area Lead 

was appropriately evidenced to enable Board formal sign off.  

ARA continues to work with the GFRS Performance and Improvement Manager to support 

further development regards Internal Audit access to audit trail and the audit trail content.   

GFRS Improvement Board Recommendations Position Statement 

As at 6th October 2020, the Board has signed off 73 (62%) audit recommendations out of the 

118 recommendation total as implemented.  These are detailed in the below table: 

 GFRS Improvement Board position as at 

6th October 2020 

Total audit recommendations / actions 118 audit recommendations. 

 

6 recommendations were split out by GFRS 

into an interim action and a medium term 

action, totalling 124 actions within the GFRS 

Improvement Board tracker.  

 

The 6 split recommendations were relevant to 

budget monitoring; budget setting; income 

and cash handling; disposals; and 

procurement cards.  

Actions confirmed as implemented by the 

Board  

78 

Actions in progress 17 

Actions awaiting feedback from GCC 29  

  

Internal Audit’s Recommendations Position Statement 

As at 6th October 2020, Internal Audit can confirm: 
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 12 (10%) recommendations do not require Internal Audit follow up due to being Medium 

Priority recommendations from non Limited assurance opinion GFRS Action Plan internal 

audit reports; 

 12 (10%) recommendations have been verified by Internal Audit as implemented, with no 

further action required by GFRS Improvement Board. This includes all recommendations 

relevant to the GFRS Procurement Cards internal audit;  

 A further 2 interim actions have been verified by Internal Audit as implemented, with the 

medium term action to be completed (in line with the management response to the 

relevant original review); and 

 The ARA lead auditors continue to review and test recommendations marked by the 

Board as ‘Awaiting Approval By Audit’. The goal per recommendation is to ensure that 

audit trail and testing confirm the recommendation and management response as 

actioned and embedded.   

Appendix 3 details the GFRS audit recommendations verified as implemented by Internal Audit 

to date. Appendix 4 confirms the GFRS interim actions verified as implemented by Internal 

Audit.      

GFRS Improvement Board outcomes / comments 

The Board has now been in place for a full year and continues to co-ordinate and progress the 

Internal Audit recommendations. Feedback from the Board members and attendees is included 

at Appendix 5 verbatim regards the Board achievements and experiences to date.   

5. Conclusion/Position as at October 2020   

Covid 19 has placed significant pressures on public services and has impacted (and continues 

to impact) the Council’s and GFRS’s priorities, objectives and risk environment. Even during this 

very challenging period, the Board has made positive progress and applied a strong drive to 

complete the implementation of the Internal Audit recommendations with their target to have all 

recommendations implemented by 2020/21 year end.  

Internal Audit recognises the hard work that GFRS has placed into addressing the audit 

recommendations in a timely manner, particularly continuing to focus on these actions during 

the pandemic, which has not been an easy task and demonstrates a strong commitment to 

driving good governance within GFRS. 

A further Internal Audit Follow Up Progress Report is scheduled to be presented to the Audit 

and Governance Committee at the March 2021 meeting or potentially sooner if all 

recommendations have been implemented.  
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Appendix 1 – Original GFRS Internal Audit recommendations 

GFRS Action Plan 

internal audits  

Assurance Opinions*** Internal Audit recommendations raised*** 

(including number of recommendations for follow 

up by Internal Audit) 

Date audit findings 

were reported to 

Audit and 

Governance 

Committee 

Risk 

Identification 

Maturity 

Control 

Environment 

High Priority  Medium 

Priority 

Total  

GFRS - Gifts and 

Hospitality and 

Declarations of 

Interest 

Limited Limited 3 (3) 2 (2) 5 (5) 25th April 2019 

GFRS Budget 

Monitoring  

Substantial  Satisfactory 4 (4) 0 (0) 4 (4) 25th April 2019 

GFRS Budget Setting  Substantial  Satisfactory 1 (1) 1 (0) 2 (1) 25th April 2019 

GFRS Capital 

programme 

Satisfactory Satisfactory 0 (0) 4 (0) 4 (0) 26th July 2019 

GFRS Fleet – 

Commissioning of new 

vehicles 

Limited (with a 

few Satisfactory 

aspects) 

Limited 4 (4) 3 (3) 7 (7) 26th July 2019 

GFRS Fleet – 

Disposal of vehicles 

Limited Limited 12 (12) 2 (2) 14 (14) 26th July 2019 

GFRS Fleet – 

Maintenance and 

Stores 

Satisfactory Limited 8 (8) 6 (6) 14 (14) 25th April 2019 
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GFRS Action Plan 

internal audits  

Assurance Opinions*** Internal Audit recommendations raised*** 

(including number of recommendations for follow 

up by Internal Audit) 

Date audit findings 

were reported to 

Audit and 

Governance 

Committee 

Risk 

Identification 

Maturity 

Control 

Environment 

High Priority  Medium 

Priority 

Total  

GFRS Fleet 

management – use of 

pool cars, personal 

and leased cars and 

fuel schemes  

Limited Limited 5 (5) 0 (0) 5 (5) 11th October 2019 

GFRS Governance N/A N/A 3 (3) 1 (0) 4 (3) 25th January 2019 

GFRS HR and Payroll 

– Absence reporting 

procedures 

Satisfactory Satisfactory 3 (3) 0 (0) 3 (3) 26th July 2019 

GFRS HR and Payroll 

– Expenses and 

service benefits 

Limited Limited 11 (11) 4 (4) 15 (15) 11th October 2019 

GFRS HR and Payroll 

– Progression 

Limited Limited 5 (5) 1 (1) 6 (6) 25th April 2019 

GFRS HR and Payroll 

– Recruitment 

Satisfactory Limited 3 (3) 0 (0) 3 (3) 25th April 2019 

GFRS HR and Payroll 

– Retirement 

Satisfactory Satisfactory 2 (2) 1 (0) 3 (2) 25th April 2019 

GFRS Income and 

cash handling 

Satisfactory Satisfactory 3 (3) 5 (0) 8 (3) 26th July 2019 

GFRS Procurement Limited Limited 7 (7) 1 (1) 8 (8) 26th July 2019 

GFRS Procurement 

Cards 

Limited Limited 7 (7) 1 (1) 8 (8) 25th April 2019 
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GFRS Action Plan 

internal audits  

Assurance Opinions*** Internal Audit recommendations raised*** 

(including number of recommendations for follow 

up by Internal Audit) 

Date audit findings 

were reported to 

Audit and 

Governance 

Committee 

Risk 

Identification 

Maturity 

Control 

Environment 

High Priority  Medium 

Priority 

Total  

Syrian Refugee Grant Satisfactory Limited 4 (4) 1 (1) 5 (5) 11th October 2019 

Total 85 (85) 33 (21) 118 (106)  

 

***See Appendix 2 for the internal audit assurance opinion and recommendation definitions.  
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Appendix 2 – Internal Audit assurance opinion and 
recommendation definitions  

ARA Internal Audit assurance opinion definitions:  

Assurance 
Levels 

Risk Identification Maturity Control Environment 

Substantial Risk Managed 
Service area fully aware of the risks relating 
to the area under review and the impact that 
these may have on service delivery, other 
services, finance, reputation, legal, the 
environment, client/customer/partners, and 
staff. All key risks are accurately reported and 
monitored in line with the Corporate Risk 
Management Strategy. 
 

 System Adequacy – 
Robust framework of 
controls ensures that there 
is a high likelihood of 
objectives being achieved 

 Control Application – 
Controls are applied 
continuously or with minor 
lapses 

Satisfactory Risk Aware 
Service area have an awareness of the risks 
relating to the area under review and the 
impact that these may have on service 
delivery, other services, finance, reputation, 
legal, the environment, 
client/customer/partners, and staff. However 
some key risks are not being accurately 
reported and monitored in line with the 
Corporate Risk Management Strategy. 
 

 System Adequacy – 
Sufficient framework of key 
controls for objectives to 
be achieved but, control 
framework could be 
stronger 

 Control Application – 
Controls are applied but 
with some lapses 

Limited Risk Naïve  
Due to an absence of accurate and regular 
reporting and monitoring of the key risks in 
line with the Corporate Risk Management 
Strategy, the Service area has not 
demonstrated an adequate awareness of the 
risks relating to the area under review and the 
impact that these may have on service 
delivery, other services, finance, reputation, 
legal, the environment, 
client/customer/partners and staff.   
 

 System Adequacy – Risk 
of objectives not being 
achieved due to the 
absence of key internal 
controls 

 Control Application – 
Significant breakdown in 
the application of control 

 

ARA Internal Audit recommendation priority definitions:  

Priority Description 

High Critical/Major risk exposure which materially impact on the assets, reputation, 

service delivery and objectives of the organisation.  

Medium Moderate risk exposure that impacts on the assets, reputation, service 

delivery and objectives of the organisation. 
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Appendix 3 – Recommendations verified as implemented by Internal Audit as at 6
th

 October 2020 

 

GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

Limited Assurance 

 

GFRS Procurement 

Cards 

High priority 

 

1. GFRS Procurement cardholders and 

authorisers should obtain appropriate 

training and be fully advised of the use of 

procurement cards, security arrangements 

and the expected verification checks so 

that they are reminded of and made fully 

aware of their expected roles and 

responsibilities. 

 

 

Action 1: As part of implementing the new 

solution, training has been provided to all 

cardholders with specific instruction on 

responsibilities regarding security/ VAT 

related documentation requirements, 

expected verification and authorisation 

checking.  

 

All cardholders have signed for receipt of 

their card and they agree and understand 

the policy (including understanding 

legitimate allowable expenditure, 

transaction and monthly limits allowable 

and the need for security of the card at all 

times). They have also confirmed that they 

have a good understanding of their 

responsibilities when using the new 

solution. 

 

An authorisation training and guidance 

video has been developed for authorisers.  

The plan is to deliver the agreed format to 

authorisers during the next few weeks. In 

the short term Strategic Finance will 

authorise the transactions. 

Recommendation implemented. 

 

GCC Strategic Finance advised Internal 

Audit that all procurement cardholders 

receive training from GCC Strategic 

Finance on the use of procurement cards 

(p-cards) in line with the p-card policy 

before they are issued with the p-card. In 

addition at the completion of training the p-

cardholder signs the Purchase Card 

Agreement form agreeing to the p-card 

conditions of use. 

 

Internal Audit selected a sample of 15 p-

cardholders that included six GFRS p-

cardholders. The results of the tests for the 

six GFRS p-cardholders confirmed that 

four p-cardholders had completed and 

signed the agreement form confirming that 

they had completed the training and 

agreed with the conditions of use at the 

point of initial testing. The remaining two 

cases had signed agreements evidenced 

and provided by GCC Strategic Finance 

during the course of the audit.   
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

Limited Assurance 

 

GFRS Procurement 

Cards 

 Action 2: Authoriser training roll out. Recommendation implemented. 

 

As for recommendation 1 action 1. The 

following processes and controls have 

been confirmed as in place: p-card policy; 

p-card training; and p-card agreement form 

(completion reviewed by GCC Strategic 

Finance) prior to issue of the p-card.  

 

Position verified by audit sample testing. P-

card authorisers are referred, by GCC 

Strategic Finance and the p-card guidance, 

to the online guidance and training. 

Limited Assurance 

 

GFRS Procurement 

Cards 

High priority 

 

2. Strategic Finance should update the 

procurement card procedural instructions / 

guidance so that procurement cardholders, 

reconcilers and authorisers are fully made 

aware of their responsibilities. 

 

Once rollout of the new procurement card 

and system to all procurement cardholders 

has been completed the Staffnet 

procurement card financial guide should be 

fully updated. 

Action 1: Procurement card instructions 

and guidance have been updated as part 

of the roll out of the new p-card solution. 

The training delivered to new card holders 

clearly highlights their responsibilities and 

the authority’s expectations with regard to 

their P card activity. Particular attention 

was paid to the security of cards in this 

training explaining that security of PIN 

information and the physical security of the 

card are of paramount importance.  

 

In addition to this, the sign off routine 

includes the P card policy which covers all 

aspects of card security. All relevant GFRS 

personnel have signed this acceptance. 

Strategic Finance are in the process of 

Recommendation implemented. 

 

P-card Policy has been documented and is 

available to all p-cardholders and other 

users within GCC (including GFRS) on 

Staffnet, which covers the main areas 

highlighted by the Internal Audit 

recommendation. The policy is supported 

by mandatory training and policy sign up 

pre card issue and intranet guidance. GCC 

Strategic Finance provides training to all p-

cardholders before they are issued with 

their p-card. At the same time the p-

cardholder signs the Purchase Card 

Agreement and confirmation that they 

agree to the stated conditions of use. 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

updating Staffnet pages with the revised 

policy document. 

 

Authorisers will be provided guidance and 

training related to the authorisation 

process. 

Limited Assurance 

 

GFRS Procurement 

Cards 

 Action 2: Authoriser training roll out. Recommendation implemented. 

 

There is p-card guidance on Staffnet that 

provides information to budget holders on 

how to approve a p-card transaction and 

the checks that they should perform, which 

covers the main areas highlighted by 

Internal Audit with the exception of split 

transactions (no further action as GCC 

Strategic Finance performing this control 

check). In addition there is also a training 

video on Staffnet. 

Limited Assurance 

 

GFRS Procurement 

Cards 

High priority 

 

3. Strategic Finance, with support from 

Human Resources, should fully determine 

the Council’s policy relating to overnight 

business accommodation specifically in 

relation to the cost / quality of 

accommodation including any other 

associated costs to ensure appropriate use 

and value of public money.   

 

Specific guidance should then be 

The existing arrangements allow for 

“reasonable” business expenses to be 

claimed. This allows for an element of 

manager discretion.  

 

The policy will be updated to reflect that 

allowable business expenses should be 

agreed in advance, represent value for 

money and best use of public funds and 

lowest price suitable accommodation and 

meals should be sought (no alcohol). 

 

Recommendation implemented. 

 

Accounting Instruction 8 has been updated 

to reflect recommendation areas, 

specifically: 3.2 Key Principles D, E and F 

D) Allowable business expenses should be 

agreed in advance, represent value for 

money and best use of public funds and 

lowest price suitable accommodation and 

meals should be sought. The purchase of 

alcohol is not under any circumstances an 

allowable business expense and will not be 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

published so that all staff are fully aware of 

the Council’s policy and their individual 

responsibilities when booking 

accommodation and any associated 

expenses. 

 

 

The need for obtaining and retaining VAT 

receipts is also covered. The recently 

revised and redrafted Accounting 

Instruction 8 (to be published) provides 

more detail on travel and subsistence 

expenses. Travel and accommodation 

expenses are often purchased using P 

cards and this is acceptable practice within 

GCC providing the expenses are 

reasonable and justifiable and have been 

fully authorised by the budget holder. 

 

Having sought HR advice they have 

confirmed that it is acceptable for travel 

and accommodation to be purchased via a 

Purchase card. The HR policy on business 

related expenses was updated in August 

2018 and does make provision for the 

Council to pay for travel and 

accommodation in advance of departure. 

approved.  

 

E) Travel and accommodation expenses 

are often purchased using purchase cards 

(p-cards). This is acceptable practice within 

GCC providing the expenses are 

reasonable and justifiable and have been 

fully authorised by the appropriate budget 

holder. Where travel and accommodation 

are purchased using a p-card it is not 

necessary to submit an expense claim. 

 

F) All claims for reimbursement of 

expenditure must be supported by receipts 

(attached to the Council's Expenses Claim 

Form if used). 

 

Accounting Instruction 8 update, approval 

and publication has been verified by audit 

review. 

Limited Assurance 

 

GFRS Procurement 

Cards 

High priority 

 

4. A full review by current Principal Officers 

with support from Strategic Finance should 

be undertaken, of the use of procurement 

cards to determine GFRS requirements 

and purpose for this method of payment to 

confirm: 

 

• Who should be issued with a 

A review of card usage was undertaken as 

part of the decision to change card solution 

providers. One of the key criteria for 

changing providers was that the existing 

solution did not provide enough 

transparency of procurement card 

expenditure activity.  

 

Under the new policy and with the 

associated training it is made clear that the 

Recommendation implemented. 

 

At the point of the original GFRS p-card 

audit only five officers were issued with a 

p-card. As at the point of this follow-up 

audit this has increased to 19 following a 

review by the GFRS Chief Fire Officer and 

GCC Strategic Finance. The reason for the 

increase in p-card holders is due to the 

reduction / removal of petty cash, which 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

procurement card based on business 

requirements and to avoid cardholders 

releasing their card to other officers to use; 

 

• Purpose of the use of procurement cards 

over other methods, e.g. personal 

expenses, sundry creditors via SAP, etc.; 

and 

 

• Transactional financial limits that should 

apply to individual procurement cards. 

The results of the review should then be 

promptly implemented. 

 

 

cards are to be used for small value “one 

off” types of business expenditure where 

the creation of a purchase order would be 

inefficient or inappropriate. 

 

The use of a P card is also allowable for 

emergency procurement activity (which 

has to be justified). 

 

All card holders are aware that they must 

not release their card to other officers and 

they must protect the card security at all 

times.  

 

Each card has an overall limit, an individual 

transaction limit and limits can be set on 

the type of expenditure. 

 

GFRS currently have 3 p-cards at the 

request of the new Chief Fire Officer. 

has been replaced with p-cards issued to 

each resilience group for the use of the 

purchase of subsistence for fire crews 

when out on site working. 

 

As at January 2020, all the 18 GFRS p-

cardholders (excludes one p-cardholder 

whose account was closed due to low use 

levels) single transactions limit is the 

default limit of £1,000. 

 

Four officers have been assigned the 

default monthly limit of £10,000 with the 

remaining officers assigned a limit of 

£5,000.  

 

Audit trail confirms that p-card limits were 

reviewed and agreed by Strategic Finance. 

Limited Assurance 

 

GFRS Procurement 

Cards 

High priority 

 

5. Strategic Finance should undertake 

regular random selections of procurement 

card expenditure / use to confirm that 

procurement cards are being used in 

accordance with the Council’s policies and 

that VAT is being reclaimed.  In addition 

regular reviews of expenditure awaiting 

authorisation should be performed to 

The old solution did not facilitate easy 

checking of P card expenditure. However 

Strategic Finance sent out email reminders 

where transactions remained unreconciled. 

 

Spot checking is much easier using the 

new card system – so going forward 

Strategic Finance will undertake regular 

checks. 

 

Recommendation implemented. 

 

This is a second line of defence control 

operated by GCC Strategic Finance for 

GCC p-cards (including GFRS) – including 

Strategic Finance review, approval and 

action of changes to p-card limits; p-card 

transaction spot checks; regular VAT 

treatment checks; weekly system 

reminders to budget holders of p-card 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

ensure that there are no long outstanding 

transactions. 

 

Where instances of misuse are identified 

Strategic Finance should inform the 

appropriate officers involved in the 

procurement card process of the correct 

procedure and if the issue(s) persist or 

there is a material incident the card should 

be withdrawn and cancelled.  In addition 

the Council’s Counter Fraud team should 

also be informed. 

 

 

Training has been given to cardholders to 

ensure that VAT is accurately coded and 

supported by official VAT receipts, which 

has improved our opportunities for 

reclaiming VAT from HMRC. GCC’s VAT 

specialists supported the training on these 

aspects and will be undertaking spot 

checks. 

 

Expenditure awaiting reconciliation will be 

highlighted to cardholders in weekly 

reminders. Expenditure awaiting 

authorisation will be highlighted to budget 

holders in weekly reminders. This is all 

automated through workflow. 

 

Strategic Finance P Card administrators 

will produce a weekly report on any 

outstanding transactions.  

 

Strategic Finance continues to review all 

usage of cards and if any potential misuse 

is identified the card holder is informed 

immediately to ensure this bad practice 

does not continue. They are aware that 

continued misuse will result in withdrawal 

of the card and possible disciplinary action. 

transactions requiring authorisation and 

Strategic Finance checking weekly for 

expenditure not authorised > 21 days with 

budget holder communication to 

chase/understand rationale.  

 

Detailed audit tests (process and control 

walkthrough and sample testing) around 

this control and recommendations formed 

part of the GCC Purchase Cards audit 

(including GFRS within testing) and 

confirmed the recommendation as 

implemented.  

 

GCC procurement cards internal audit 

2019/20 review included recommendation 

for GCC Strategic Finance to provide a 

monthly report to GFRS Finance of all 

identified issues and unauthorised 

expenditure to follow-up with p-cardholders 

and budget managers. This is particularly 

important in relation to VAT where issues 

are being identified by GCC Strategic 

Finance. GCC Strategic Finance have 

agreed to this recommendation. 

Limited Assurance 

 

GFRS Procurement 

High priority 

 

6. To improve the control environment a 

As part of the automated work flow 

associated with the new p-card solution all 

p-card expenditure needs to be authorised 

Recommendation implemented. 

 

Monthly review and authorisation control 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

Cards fully independent and appropriate senior 

officer(s) should be appointed as the 

procurement card authoriser for Principal 

Officers to ensure that expenditure can be 

effectively scrutinised, verified and 

challenged without risk of undue influence. 

 

 

by the budget holder whose budget 

receives the charge. 

 

In some cases the budget holder may be a 

more junior member of staff than the card 

holder – this is standard segregation of 

duties authorisation protocol where the 

cardholder is a very senior manager in the 

organisation.  

 

The budget holder has been appointed into 

this role and has received comprehensive 

training to ensure they understand their 

budget holder responsibilities. 

 

As an additional control monthly reports 

will be produced for the Chief Executive (or 

s151 officer in the Chief Executive’s 

absence) showing all p-card expenditure 

made by his direct reports. This will ensure 

all p-card expenditure is effectively 

scrutinised and challenged by someone 

without the risk of undue influence. 

 

Strategic Finance will create reports for 

directors to allow for review of card 

expenditure made by their direct reports 

but reports will be restricted to the most 

senior managers in the organisation.   

confirmed.  

 

Due to the timing of a general GCC 

procurement card internal audit, the GFRS 

procurement card follow up review was 

initiated within 2019/20.  

 

A report of the Chief Fire Officer purchase 

card expenditure was produced on 14th 

August 2019 for the period 1st January 

2019 to 2nd August 2019; total value of the 

transactions was under £900 and 

represented 19 transactions.  

 

Note Chief Fire Officer commenced use of 

p-card in March 2019. The report was 

emailed by GCC Strategic Finance to the 

Chief Executive on 15th August 2019 and 

was approved by the Chief Executive on 

16th August 2019.  

 

Chief Fire Officer expenditure after 2nd 

August 2019 to 31st December 2019 

amounted to £13.90. The GCC Finance 

Manager advised Internal Audit that due to 

the small amount a report was not sent to 

the Chief Executive for review. As a result 

of the low use of the p-card the GCC 

Finance Manager is considering the 

frequency of reporting to quarterly. 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

Limited Assurance 

 

GFRS Procurement 

Cards 

Medium priority 

 

7. The appropriate procurement card 

authoriser should review all the identified 

expenditure awaiting approval and 

authorise on SAP. 

 

 

 

This is standard authorisation protocol; 

however under the old solution the 

reminders for review were less frequent 

than under the new solution. The actual 

review was a manual process and required 

requests for receipts in hard copy format to 

undertake the checks appropriately.  

 

The new solution is much more user 

friendly and facilitates these checks. Card 

holders upload original authorisation 

requests and appropriate VAT receipts / 

invoices onto the portal for the authoriser 

to see before sign off. Any outstanding 

authorisations are automatically emailed to 

the authoriser on a weekly basis. 

 

Strategic Finance will review the old 

cardholder transactions and ensure they 

are reconciled and posted. 

Recommendation implemented. 

 

Current control confirmed - Automated 

regular reminders are received by Budget 

Holders reminding them to reconcile their 

P-card transactions.  

 

Previous p-card provider National 

Westminster Bank – Recommendation 

focused on these p-cards as it was 

operating at the time of the original GFRS 

audit. There are as at 10th March 2020 two 

GFRS transactions (refunds) totalling 

£18.78 dated 12th and 27th March 2017 

relating to one p-cardholder that have still 

not been approved.  

 

GCC Strategic Finance informed Internal 

Audit that a systems issue has prevented 

these transactions from being made 

available to the approver to action and 

therefore they are held in a control account 

until ICT can correct the situation. 

Limited Assurance 

 

GFRS Procurement 

Cards 

High priority 

 

8. A review of all procurement card 

expenditure for the previous four years 

should be undertaken by the applicable 

GFRS procurement card authoriser, with 

support from Strategic Finance, to identify 

The process for recovering VAT related to 

P Card expenditure was well documented 

under the old solution and cardholders 

were aware of their responsibilities for 

obtaining VAT receipts. However this audit 

found that some cardholders in GFRS 

were unaware of this. Therefore Strategic 

Recommendation implemented. 

 

Audit trail confirms that VAT review was 

completed within Finance (Finance 

Manager - Lead for SAP team) and then 

independently checked and updated 

(Strategic Finance VAT team). 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

and submit details of any items of 

expenditure where VAT that has not 

previously been claimed and which are 

supported with an eligible VAT receipt to 

Strategic Finance to enable a claim to be 

made to HMRC. 

 

 

Where a valid VAT receipt has not been 

obtained every effort should be made to 

recover one from the supplier where 

appropriate. 

 

 

Finance will undertake a review of the 

previous 4 years GFRS p-card expenditure 

to determine whether a retrospective VAT 

claim could be established and submitted 

to HMRC. 

 

VAT guidance has been reiterated in the 

sign off during card acceptance for the new 

solution.  Cardholders are aware that it is 

mandatory for them to obtain valid VAT 

receipts/invoices and upload them on to 

the Lloyds portal system for authorisers to 

see. Authorisers have the ability to reject 

the charge to their cost centre if it is not 

accompanied by a valid VAT receipt.  

 

Strategic Finance will also undertake spot 

checks on a regular basis. 

 

GCC Strategic Finance undertook review 

of GFRS p-card expenditure, which was 

limited to two officers (only ones with 

eligible and available receipts) and for the 

calendar years 2016, 2017 and 2018.  

 

The final agreed VAT under claim for this 

period was confirmed as £6,047.87 and 

has been claimed. 

Non Limited 

Assurance  

 

GFRS Budget 

Monitoring 

High priority 

 

4. The GCC Senior Finance Officer should 

attend the monthly GFRS Financial 

Monitoring Group (FMG) meetings that are 

held at Waterwells. 

 

 

 

 

FMG will be attended by GCC finance staff 

and agenda, minutes and relevant 

correspondence will be copied to the GCC 

Finance Manager and Finance Business 

Partner going forward. Whilst GFRS 

finance staff will attend GCC Finance 

Briefings and the GCC Finance 

Management Team. 

Recommendation implemented. 

 

Due to integration achieved through 

change in the GFRS Finance Compliance 

and Liaison Officer's role (FCLO), it is no 

longer deemed necessary for the GCC 

Senior Finance Officer to attend the 

monthly GFRS FMG meetings that are 

held at Waterwells. This was confirmed by 

the GCC Director of Finance. GFRS 

finance staff are invited to attend monthly 

Strategic Finance briefings.  
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

 

The GFRS FCLO is now attending the 

GCC Finance Management Team (in the 

same way as the other 3 Business 

Partners in GCC). In addition to the above, 

the following evidence has been provided 

in support of integration, openness and 

transparency between GFRS finance and 

GCC Strategic Finance: Quarterly 

meetings between the GFRS Chief Fire 

Officer, GCC Director of Finance and 

GFRS FCLO; GFRS Contracts and 

Finance Officer attending monthly Strategic 

Finance Managers meetings; and GFRS 

finance staff attending GCC finance 

training events. 

Limited Assurance 

 

GFRS - Gifts and 

Hospitality and 

Declarations of 

Interest 

High priority 

 

4. Consideration should be given to 

reviewing whether a defined set financial 

limit is appropriate, advising on what is 

recorded on the register and if it is, should 

it be applied across the Council as a whole 

Staff being made aware of any key 

changes to the Code. In conjunction with 

the above, consideration should be given 

to reviewing the format of the Gifts and 

Hospitality register to include an 

approximate value against the offers being 

received. 

A financial limit of £25 will be proposed to 

bring in line with the Member Code of 

Conduct. 

 

Any changes implemented to the process 

for recording/reporting gifts and hospitality 

to be communicated via usual channels. 

Recommendation implemented. 

 

A financial limit of £25 has been introduced 

for all GCC staff (including GFRS) bringing 

it in line with the limits already in place for 

Members. This is confirmed within the 

Council’s Constitution.  

 

Evidence has been seen (emails) that this 

limit has been communicated to GFRS 

staff. StaffNet has been updated to reflect 

the change. 
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response Internal Audit review outcomes 

Non Limited 

Assurance  

 

GFRS HR and Payroll 

– Retirement 

High priority 

 

2. Guidance should be issued to all 

individuals at GFRS who are responsible 

for completing leaver forms, with regard to 

the requirement for last working day and 

time and ensuring the accuracy of the 

reason for leaving on both GFRS and GCC 

forms. 

 

Awareness training given to managers with 

responsibility for completing leaver details. 

Recommendation implemented. 

 

Copy of email received from GFRS which 

was sent to 'Station Managers and above' 

on 17th September 2020, explaining the 

correct time to enter on the form and the 

reason for this.  

 

Acknowledgement letter from Chief Fire 

Officer also includes time of finishing. 

Limited Assurance 

 

Syrian Refugee Grant 

High priority 

 

2. The hours worked by all GFRS staff on 

the VPRS grant must be recorded and held 

to evidence that the GFRS staff time 

costed to the grant is appropriate and can 

be justified should the Home Office require 

evidence for costs. 

 

 

 

Since this was highlighted by the audit all 

staff are recording the number of hours 

worked to support the Syrian Refugee 

Resettlement Scheme. 

Recommendation implemented. 

 

Audit reviewed 2019/20 SAP expenditure 

of the ring fenced cost centre for VPRS 

and identified 2 journals for staffing costs 

totalling £35k.  

 

Audit requested and reviewed further 

information relating to the staffing costs, 

which confirmed reasonable explanation 

and supporting evidence to 

substantiate/justify the 2019/20 GFRS staff 

costs applied to the grant.  
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Appendix 4 – Interim actions verified as implemented by Internal Audit as at 6
th

 October 2020 

GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response (interim 

action) 

Audit review outcome 

Non Limited 

Assurance  

 

GFRS Budget 

Monitoring 

High priority 

 

3. For the purposes of integration, 

openness, transparency, challenge and 

support, consideration should be given to 

adopting a consistent approach to financial 

support by Strategic Finance staff to all 

BMs and BHs across all service areas 

within Communities and Infrastructure. 

This may require an analysis of the role of 

the GFRS Head of Finance and the rest of 

the finance staff that are based at 

Waterwells to determine appropriate 

reporting lines, attendance requirements at 

GCC Budget Overview meetings and 

whether any of the GFRS finance roles 

could be performed by the staff already in 

post within GCC/Strategic Finance, as with 

other service areas within Communities 

and Infrastructure. 

In the interim, GFRS BMs and BHs should 

be made aware that they can access 

financial support directly from their 

allocated Senior Finance Officer, Finance 

Manager and Business Partner within 

Strategic Finance. 

Interim action: GFRS Head of Finance to 

have a dotted line reporting arrangement to 

GCC Strategic Finance, including a 

monthly 1:1 between the GFRS Finance 

Liaison and the GCC Director of Finance. 

Strategic Finance staff will attend GFRS 

Senior Leadership Team meetings and 

Budget Holder meetings. Whilst GFRS 

finance staff will be invited to attend 

monthly Strategic Finance briefings and 

the GFRS Finance Liaison will attend the 

GCC Finance Management Team (in the 

same way as the other 3 Business 

Partners in GCC). 

 

This action will result in improved 

integration between the two finance teams 

and closer alignment to GCC financial 

regulations and procedures in advance of 

the more fundamental review 

recommended in the medium term action. 

Interim action confirmed as 

implemented. 

 

Medium term action to be reviewed by 

Internal Audit.  
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GFRS Action Plan 

internal audit 

Recommendation reference and 

priority 

Management’s response (interim 

action) 

Audit review outcome 

Non Limited 

Assurance  

 

GFRS Budget Setting 

High priority 

 

1. For the purposes of integration, 

openness, transparency and challenge, 

consideration should be given to adopting 

a consistent approach to budget setting by 

Strategic Finance staff across all service 

areas within Communities and 

Infrastructure. 

 

This may require an analysis of the role of 

the GFRS Head of Finance and the rest of 

the finance staff that are based at 

Waterwells to determine appropriate 

reporting lines and whether any of their 

finance functions should be performed by 

the staff already in post in Strategic 

Finance, as with other service areas within 

Communities and Infrastructure. 

 

Interim action: GFRS Finance Liaison to 

have a dotted line reporting arrangement to 

GCC Strategic Finance, including a 

monthly 1:1 between the GFRS Finance 

Liaison and the GCC Director of Finance.  

Strategic Finance staff will attend GFRS 

Senior Leadership Team meetings and 

Budget Holder meetings. Whilst GFRS 

finance staff will be invited to attend 

monthly Strategic Finance briefings and 

the GFRS Finance Liaison will attend the 

GCC Finance Management Team (in the 

same way as the other three Business 

Partners in GCC). 

 

This action will result in improved 

integration between the two finance teams 

and closer alignment to GCC financial 

regulations and procedures in advance of 

the more fundamental review 

recommended in the medium term action. 

Interim action confirmed as 

implemented. 

 

Medium term action to be reviewed by 

Internal Audit.  
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Appendix 5 – Feedback from GFRS Improvement Board members and attendees 

Feedback (verbatim) from GFRS Improvement Board members and Internal Audit recommendation lead officers is included below regards the 

Board achievements and experiences to date:  

 

‘My attendance at the Improvement Board was a positive experience.  I felt they were there to help me move forward with my work and 

support me with removing any barriers that were preventing the work being carried out within the timescales.’ 

‘The support offered before the Board was also extremely helpful, allowing me to be clear about exactly what was expected of me.  It also 

made sure that I kept on track and prioritised this work as it is all too easy when you are busy to slip behind.’ 

‘The greatest impact on me as a member of staff is the way the Board don’t just want to correct what is currently wrong but they also want to 

ensure it doesn’t happen again.  Taking that extra step to make sure for example that training required doesn’t just happen now but is 

programmed in for all staff who need it on a regular basis rather than a short term fix.’ 

‘I have also applied these principals to other work I am doing.  Ensuring that there is a clear process in place, so that if I am not there it will still 

happen, rather than relying on individuals in post at the time having that knowledge.  For us I think this will be a key part of the learning from 

these audits.'   

‘I have found the experience of the Improvement Board to be a good and at times, enjoyable one. I had expected the environment to be a little 

oppressive and austere but it has been the opposite, overwhelmingly supportive and generally upbeat. The Board can be challenging but it is 

done in a way which gets you to reflect rather than immediately feel you have to  defend a position. I believe this approach, which isn’t at all 

one of blame, brings out the best in people and you leave feeling ready to get things done and optimistic that things will improve.’ 

‘I believe GFRS has benefitted from the outcomes of the Improvement Board and audits.’  

‘The Board administrative side….was extremely strong. I feel that kind of governance and structure is something that should be adopted for 

when we take on the improvement plan work.’ 


